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INTRODUCTION

Kenya Trade Network Agency (KENTRADE) is a State Corporation under the National Treasury
whose mandate is to implement, operationalize and manage the Kenya National Electronic Single

Window System (Kenya TradeNet System) and to Facilitate Trade.

With the complexity and growth of KenTrades enterprise Infrastructure, Applications, VM’s,
Cloud and Endpoints, the Agency requires Privileged access Management (PAM) Solution
supplied, installed and commissioned at its offices in Upper Hill -Embankment Plaza, Nairobi. This
will go a long way in enhancing the Agency’s cyber security posture by taking into consideration

risks posed by privileged Insider Threats.

KenTrade therefore needs to procure a PAM solution to facilitate the following: -
I.  Password vaulting
[l.  Password management: auto-generation, rotation, and workflow approval
lll.  Multi-factor authentication support
IV.  Access for remote employees and third parties

V. Mobile access points

VI.  Session Management
VIl.  Real-time visibility and alerting
VIIl.  Disaster recovery

IX.  Emergency access

X.  Auditing and reporting

The deliverables for this procurement and evaluation criteria for the same are depicted in Section
VI of this document.
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SECTIONI - INVITATION TO TENDER
14/12/ 2020

TENDER NO. KTNA/OT/11/2020-2021
TENDER FOR SUPPLY, INSTALLATION AND

COMMISSIONING OF A PRIVILEDGED ACCESS
MANAGEMENT (PAM) SOLUTION

1.1 The Kenya Trade Network Agency invites sealed tenders from eligible candidates

for the Supply, Installation and Commissioning of a Privileged Access Management
(PAM) Solution.

1.2 Interested eligible candidates may view and download the document free of charge from
the Government Tenders Portal (PPIP) or from the KenTrade website on the following
link: - http:/lwww.kentrade.go.kel/index.php/procurement/tenders, or
purchase the documents at a cost of Kshs. 1000.00 from the procurement office at
Embankment Plaza (1* Floor), Upper Hill.

Bidders who download the tender document from the Government
Portal- shall be required to email their detailed contact information
to procurement@kentrade.go.ke for future communication.

1.3 Candidates may also obtain further information at the Kenya Trade Network Agency
offices (Procurement Office) at Embankment Plaza, Upper Hill, (First Floor) at the address
given below.

1.4 Completed Tenders should be submitted accompanied bya Tender Security issued by a bank
or a Financial Institution approved by the Public Procurement Regulatory Authority, in
the amount of Kenya Shillings One Hundred and Fifty Thousand only (Kshs.
150,000.00). The tender security should be valid for one Hundred and twenty (120)
days from the closing date of the tender and should be received on, or before Tuesday,
January 05, 2021 at 1000hours. Failure to provide tender security will lead to
disqualification of the tender.

1.5 Prices quoted shall be inclusive of duty and other taxes and shall remain valid for 150 days
from the closing date of the tenders.

1.6 The completed tender documents, shall be submitted in two copies, marked as: -
“ORIGINAL TENDER” and “COPY OF TENDER".

and shall be placed in one outer envelope and sealed. This outer envelope shall bear the Tender
number and name, and marked “DO NOT OPEN BEFORE Tuesday, January 05,
2021 at 1000hours, and shall be addressed to: -
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http://www.kentrade.go.ke/index.php/procurement/tenders
mailto:procurement@kentrade.go.ke

The Chief Executive Officer,
Kenya Trade Network Agency,
Embankment Plaza, Upper Hill,

P.O Box 36943-00200
NAIROBI

1.7 All Tender Documents should be deposited in the Tender Box located at the
reception area of KENTRADE Offices at Embankment Plaza (First Floor) or submitted in
SOFT COPY via email address procurement@kentrade,go.ke

1.8 Tenders will be opened immediately after the closing time in the presence of
tenderers representatives who choose toattendthe openingin the boardroom onfirstfloor,
Embankment Plaza.

CHIEF EXECUTIVE OFFICER
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SECTION Il INSTRUCTIONS TO TENDERERS

2.1 Eligible tenderers

il This Invitation to tender is open to all tenderers eligible as described in the instructions to
tenderers. Successful tenderers shall provide the services for the stipulated duration from the
date of commencement (hereinafter referred to as the term) specified in the tender
documents.

D The procuring entity’s employees, committee members, board members and their relative (spouse
and children) are not eligible to participate in the tender unless where specially allowed under
section |31 of the Act.

Pt Tenderers shall provide the qualification information statement that the tenderer (including all
members, of a joint venture and subcontractors) is not associated, or have beenassociatedin the
past, directly or indirectly, with a firm or any of its affiliates which have been engaged by the
Procuring entity to provide consulting services for the preparation of the design,
specifications, and other documents to be used for the procurement of the services under
this Invitation for tenders.

M Tenderers involved in corrupt or fraudulent practices or debarred from participating in public
procurement shall not be eligible.

22  Cost of tendering

2.2.1 TheTenderer shall bearall costs associated with the preparation and submission of its tender,
andthe procuring entity, willinno case be responsible or liable for those costs, regardless of the
conduct or outcome of the tendering process.

2.2.2 The price to be charged for the tender document shall not exceed Kshs. 1,000/=

2.2.3 Theprocuring entity shallallow the tenderer to review the tender document free of charge
before purchase.

2.3 Contents of tender documents

.| The tender document comprises of the documents listed below and addenda issued in
accordance with clause 6 of these instructions to tenders

i) Instructions to tenderers

i) General Conditions of Contract

iii) Special Conditions of Contract

iv) Schedule of Requirements

V) Details of service

vi) Form oftender

vii) Price schedules

viii) Contract form
-
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ix) Confidential business questionnaire form

X) Tender security form

Xi) Performance security form

Xii) Principal’s or manufacturers authorizationform
xiii) Declaration form

The Tenderer is expected to examine all instructions, forms, terms, and specifications in the
tender documents. Failure to furnish all
information required by the tender documents or to submit a tender not substantially
responsivetothetenderdocumentsineveryrespectwillbeatthetenderers risk and may result in
the rejection of its tender.

2.4 Clarification of Documents

A

A prospective candidate making inquiries of the tender document may
notify the Procuring entity in writing or by post, fax or email atthe entity’s address indicated in the
Invitation for tenders. The Procuring entity will respond in writing to any request for clarification of
the tender documents, whichitreceives no later than seven (7) days prior to the deadline for the
submission of tenders, prescribed by the procuring entity. Written copies of the Procuring
entities response (including an explanation of the query but without identifying the source of
inquiry) will be sent toall prospective tenderers who have received the tender documents”

The procuring entity shall reply to any clarifications sought by the tenderer within 3 days of
receiving the request to enable the tenderer to make timely submission of its tender

2.5 Amendment of documents

)il

At any time prior to the deadline for submission of tenders, the Procuring entity,
for any reason, whether at its own initiative or in response toa clarification requested
by a prospective tenderer, may modify the tender documents by issuing an addendum.

Allprospectivetendererswhohave obtainedthetender documentswillbenotified ofthe
amendmentby post, fax or emailand suchamendment will be binding on them.

In order to allow prospective tenderers reasonable time in which to take the amendment into
account in preparing their tenders, the Procuring entity, at its discretion, may extend the deadline
for the submission of tenders.

2.6 Language of tender

i

Thetender prepared by the tenderer,as wellas all correspondence and documents relating to
the tender exchanged by the tenderer and the Procuring entity, shall be written in English language.
Any printed literature furnished by the tenderer may be written in
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another language provided they are accompanied by an accurate English translation of the relevant
passages in which case, for purposes of interpretation of the tender, the English translation shall
govern.

2.7 Documents Comprising the Tender

The tender prepared by the tenderer shall comprise the following components:

(@) ATender FormandaPrice Schedule completed inaccordance with

paragraph 9, 10 and | | below.

(b) Documentary evidence established inaccordance with Clause 2.1 | that the tenderer
is eligible to tenderandis qualified to perform the contractifits tender is accepted;

(c) Tender security furnished is in accordance with Clause 2.12

(d) Confidential business questionnaire

2.8 Form of Tender
2.8.1 Thetenderersshallcompletethe Form of Tenderandtheappropriate Price Schedule furnished

in the tender documents, indicating the services to be performed.

2.9 Tender Prices

2.9.1

2.9.2

2.9.3

2.9.4

2.9.5

2.9.6

The tenderer shall indicate on the Price schedule the unit prices where applicable and total
tender prices of the services it proposes to provide under the contract.

Prices indicated on the Price Schedule shall be the cost of the services quoted including all
customs duties and VAT and other taxes payable:

Prices quoted by the tenderer shall remain fixed during the term of the contract unless otherwise
agreed by the parties. A tender submitted with an adjustable price quotation will be treatedas
non-responsiveandwillberejected, pursuanttoparagraph2.22.

Contract price variations shall not be allowed for contracts not exceeding one year (12 months)

Where contract price variation is allowed, the variation shall not exceed 25% of the original
contract price.

Price variation requests shall be processed by the procuring entity within 30 days of receiving
the request.

2.10 Tender Currencies

2.10.1 Pricesshallbe quotedin Kenya Shillings unless otherwise specifiedin theappendix toin

2.11

Instructions to Tenderers

Tenderers Eligibility and Qualifications.
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2.11.1

2.11.2

2.12

2.12.1

2.12.2

2.12.2

2.12.3

2.12.4

2.12.5

2.12.6

2.12.7

Pursuant to Clause 2.1 the tenderer shall furnish, as part of its tender, documents establishing
the tenderers eligibility to tender and its qualifications to perform the contract if its tender is
accepted.

The documentary evidence of the tenderers qualifications to perform the contract if its tender is
acceptedshallestablish tothe Procuring entity’s satisfaction that the tenderer has the financial and
technical capability necessary to perform the contract.

Tender Security

Thetenderer shallfurnish, as partofitstender,atender security for theamountandform specified
in the Invitation to tender.

Thetender security shall be in theamount not exceeding 2 per cent of the tender price.

The tender security is required to protect the Procuring entity against the risk of Tenderer’s
conduct which would warrant the security’s forfeiture, pursuant to paragraph 2.12.7

The tender security shall be denominated in a Kenya Shillings or in another freely

convertible currency and shall be in the form of:

a) A bank guarantee.
b) Cash.
€) Such insurance guarantee approved by the Authority.

d) Letter of credit

Any tender not secured in accordance with paragraph 2.12.1 and 2.12.3 will be rejected by the
Procuring entity as non responsive, pursuant to paragraph 2.20

Unsuccessful tenderer’s security will be discharged or returned as promptly as possible but not
later than thirty (30) days after the expiration of the period of tender validity prescribed by the

procuringentity.

The successful tenderer’s tender security will be discharged upon the tenderer signing the contract,
pursuant to paragraph 2.29, and furnishing the performance security, pursuant to paragraph 2.30.

The tender security may be forfeited:

(a) If a tenderer withdraws its tender during the period of tender validity specified by the
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procuring entity on the
Tender Form; or

2.13

2.13.1

2.13.2

2.14

2.14.1

2.14.2

2.14.3

2.15

2.15.1

(b) In the case of a successful tenderer, if the tenderer fails:

(1) to sign the contract in accordance with paragraph 30
or
(ii) to furnish performance security in accordance with paragraph 31.

© If the tenderer rejects, correction of an error in the tender.
Validity of Tenders

Tenders shall remain valid for 120 days or as specified in the invitation to tender after date of
tender opening prescribed by the Procuring entity, pursuantto paragraph 2.18. A tender valid for
a shorter period shall be rejected by the Procuring entity as nonresponsive.

In exceptional circumstances, the Procuring entity may solicit the Tenderer’s consent to an
extension of the period of validity. The request and the responses thereto shall be madein
writing. The tender security provided under paragraph 2.12 shall also be suitably extended. A
tenderer may refuse the request without forfeiting its tender security. A tenderer granting the
request will not be required nor permitted to modify its tender.

Format and Signing of Tender

The tenderer shall prepare two copies of the tender, clearly / marking each “ORIGINAL
TENDER” and “COPY OF TENDER,” as appropriate. In the event of any discrepancy
between them, the original shall govern.

The original and all copies of the tender shall be typed or writteninindelible inkand shall be signed
by thetendererorapersonor personsdulyauthorized tobind the tenderer to the contract. All
pages of the tender, except for unamended printed literature, shall be initialed by the person or
persons signing the tender.

The tender shall have no interlineations, erasures, or overwriting except as necessary to correct
errors made by the tenderer, in which case such corrections shall be initialed by the person or
persons signing the tender.

Sealing and Marking of Tenders
The tenderer shall seal the original and each copy of the tender in separate envelopes, duly

marking the envelopesas “ORIGINAL” and “COPY.” The envelopes shall thenbe sealed in
an outer envelope.
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2.15.3

2.15.4

2.16

2.16.1

2.16.2

The inner and outer envelopes shall:
(a) be addressed to the Procuring entity at the address given in the invitation to tender

(b) bear, tender number and name in the invitation to tender and the words: “DO NOT
OPEN BEFORE Tuesday, January 05, 2021 at 1000hours.

Theinner envelopes shall also indicate the name and address of the tenderer to enable
the tender to be returned unopened in case it is declared “late”. —

Ifthe outer envelopeis notsealedand markedas required by paragraph 2.15.2, the
Procuring entity willassume no responsibility for the tender’s misplacement or premature
opening.

Deadline for Submission of Tenders

Tenders must be received by the Procuring entity at the address specified under
paragraph2.15.2nolaterthan Tuesday, January 05, 2021 at 1000hours.

The procuring entity may, at its discretion, extend this deadline for the submission of tenders by
amending the tender documents in accordance with paragraph 6, in which case all rights and
obligations of the procuring entity and candidates previously subject to the deadline will
thereafter be subject to the deadline as extended.

2.16.3 Bulky tenders which will notfitin the tender box shall be received by the procuring entity as

2.17

2.171

2.17.2

2.17.3

2.17.4

provided for in the appendix.
Modification and withdrawal of tenders

The tenderer may modify or withdraw its tender after the tender’s submission, provided that
written notice of the modification, including substitution or withdrawal of the tender’s is
received by the procuring entity prior to the deadline prescribed for the submission of
tenders.

The Tenderer’s modification or withdrawal notice shall be prepared, sealed, marked, and dispatched
inaccordancewith the provisions of paragraph?2.|5. Awithdrawal notice may also be sent by cable,
but followed by a signed confirmation copy, postmarked not later than the deadline for
submission of tenders.

No tender may be modified after the deadline for submission of tenders.

No tender may be withdrawn in the interval between the deadline for submission of tenders
andthe expiration of the period of tender validity specified by the tenderer on
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2.17.5

2.17.6

2.18

the Tender Form. Withdrawal of a tender during this interval may result in the
Tenderer’s forfeiture of its tender security, pursuant to paragraph 2.12.7.

The procuring entity may at any time terminate procurement proceedings before contract award
and shall not be liable to any person for the termination.

The procuring entity shall give prompt notice of the termination to the tenderers and on request
giveits reasons for termination within 14 days of receiving the request fromany tenderer.

Opening of Tenders

2.18.1 The Procuring entity will open all tenders in the presence of tenderers’ representatives who

2.18.3

2.18.4

2.19

2.19.1

2.19.2

2.20

2.20.1

choose toattend, at 1000hours on Tuesday, January 05,2021 and in the location specified
in the invitation to tender. The tenderers’ representatives who are present shall sign a
register evidencingtheirattendance.

The tenderers’ names, tender modifications or withdrawals, tender prices, discounts, and the
presence or absence of requisite tender security and such other details as the Procuring
Entity, at its discretion, may consider appropriate, will be announced at the opening.

The procuring entity will prepare minutes of the tender opening which will be submitted to the
tenderers thatsigned the tender openingregister and willhave made the request.

Clarification of tenders

Toassistin the examination, evaluation and comparison of tenders the procuring entity may at its
discretion, ask the tenderer for a clarification of its tender. The request for clarificationandthe
response shallbeinwriting,and no change in the prices or substance shall be sought, offered, or
permitted.

Any effort by the tenderer to influence the procuring entity in the procuring entity’s tender
evaluation, tender comparison or contract award decisions may result in the rejection of the
tendererstender.

Comparison or contract award decisions may result in the rejection of the tenderers’
tender.

Preliminary Examination and Responsiveness

The Procuring entity will examine the tenders to determine whether they are complete, whether
any computational errors have been made, whether required securities have been furnished
whether the documents have been properly signed, and whether the tenders are generally in
order.
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2.20.2 Arithmetical errors will be rectified on the following basis. If there is a discrepancy between
the unitprice and the total price that is obtained by multiplying the unit price and quantity, the unit
price shall prevail, and the total price shall be corrected. If the candidate does notacceptthe
correction oftheerrors, its tender willbe rejected, andits tender security may beforfeited. Ifthere
isadiscrepancy betweenwordsandfigures,the amount in words will prevail.

2.20.3 TheProcuringentity may waive any minor informality or nonconformity orirregularity in a tender
which does not constitute a material deviation, provided such waiver does not prejudice or affect
the relative ranking of any tenderer.

2.20.4 Prior to the detailed evaluation, pursuant to paragraph 23, the Procuring entity will determine
the substantial responsiveness of each tender to the tender documents. For purposes of these
paragraphs,asubstantially responsivetenderis onewhich conformsto all the terms and conditions
of the tender documents without material deviations. The Procuring entity’s determination of
atender’s responsiveness is to be based on the contents of the tender itself without recourse
to extrinsic evidence.

2.20.5 Ifatender is not substantially responsive, it will be rejected by the Procuring entity and may not
subsequently be made responsive by the tenderer by correction of the nonconformity.

2.21 Conversion to a single currency

2.21.1 Where other currencies are used, the procuring entity will convert those currencies to Kenya
shillings using the selling exchange rate on the date of tender closing provided by the central bank
of Kenya.

2.22 Evaluation and comparison of tenders.

2.22.1 The procuring entity will evaluate and compare the tenders which have been determined to be
substantially responsive, pursuant to paragraph 2.20

2.22.2 Thecomparisonshallbe ofthe priceincludingall costs as wellas duties and taxes payable on all the
materials to be used in the provision of the services.
2.22.3 The Procuring entity’s evaluation of a tender will take into account, in addition to the

tender price, the following factors, in the manner and to the extent indicated in paragraph
2.22.4 and in the technical specifications:

(a) operational plan proposed in the tender;

(b) deviations in payment schedule from that specified in the Special Conditions of
Contract;
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2.22.4

2.22.5

2.23.

2.23.1

2.23.2

Pursuant to paragraph 223 the following evaluation methods will be
applied:
(a) Operational Plan.

The Procuring entity requires that the services under the Invitation for Tenders shall be
performed at the time specified in the Schedule of Requirements. Tenders offering to perform
longer than the procuring entity’s required delivery time will be treated as non- responsive and
rejected.

(b) Deviation in payment schedule.

Tenderers shall state their tender price for the payment on a schedule outlined in the special
conditions of contract. Tenders will be evaluated on the basis of this base price. Tenderers are,
however, permitted to state an alternative payment schedule and indicate the reduction in tender
price they wish to offer for such alternative payment schedule. The Procuring entity may
consider the alternative payment schedule offered by the selected tenderer.

Thetender evaluation committee shall evaluate the tender within 30 days from the date of opening
the tender.

2.22.6 To qualify for contract awards, the tenderer shall have the following: -

(@) Necessary qualifications, capability experience, services, equipment and facilities
to provide what is being procured.

(b) Legal capacity to enterintoacontractfor procurement

(c) Shall not be insolvent, in receivership, bankrupt or in the process of being wound
up and is not the subject of legal proceedings relating to the foregoing

(d) Shall not be debarred from participating in public procurement.
Contacting the procuring entity

Subjectto paragraph 2.19, no tenderer shall contact the procuring entity on any matter relatingto
its tender, from the time of the tender opening to the time the contractis awarded.

Any effort by atenderer to influence the procuring entity in its decisions on tender evaluation
tender comparison or contract award may result in the rejection of the tenderers tender.
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2.24 Award of Contract

a) Post qualification

2.24.1

2242

2.243

b)

2.24.3

2.24.4

2.24.5

2.25

2.25.1

2.25.2

In the absence of pre-qualification, the Procuring entity will determine to its satisfaction whether the
tenderer that is selected as having submitted the lowest evaluated responsive tender is qualified to
perform the contract satisfactorily.

The determination will take into account the tenderer’s financial and technical capabilities. It will be
based upon an examination of the documentary evidence of the tenderers qualifications
submitted by the tenderer, pursuant to paragraph 2.1.2, as well as such other information as the
Procuring entity deems necessary and appropriate.

An affirmative determination will be a prerequisite for award of the contract to the tenderer.A
negative determinationwillresultinrejectionofthe Tenderer’stender,in which event the
Procuring entity will proceed to the next lowest evaluated tender to make a similar
determination of that Tenderer’s capabilities to perform satisfactorily.

Award Criteria

Subjectto paragraph 2.29 the Procuring entity willaward the contract to the successful tenderer
whose tender has been determinedtobe substantially responsiveand hasbeen determined to be
the lowest evaluated tender, provided further that the tenderer is determined to be qualified
to perform the contract satisfactorily.

The procuring entity reserves the right to accept or reject any tender and to annul the tendering
process and reject all tenders at any time prior to contract award, without thereby incurring
any liability to the affected tenderer or tenderers or any obligation to inform the affected tenderer
or tenderers of the grounds for the procuring entity’s action. Ifthe procuring entity determines that
none of the tenderers is responsive; the procuring entity shall notify each tenderer who
submitted a tender.

A tenderer who gives false information in the tender document about its qualification or who
refuses to enter into a contract after notification of contract award shall be considered for
debarment from participating in future public procurement.

Notification of award

Prior to the expiration of the period of tender validity, the Procuring entity
will notify the successful tenderer in writing that its tender has been
accepted.

The notification of award will signify the formation of the Contract subject to the signing of the
contract between the tenderer and the procuring entity pursuant to clause 2.29. Simultaneously
the other tenderers shall be notified that their tenders have not been successful.

KTNA/OTI11/2020-202 |- TENDER FOR PRIVILEDEGED ACCESS 16
MANAGEMENT SOLUTION



2.25.3

2.26

2.26.1

2.26.2

2.26.3

2.27

2.27.1

2272

2.28

2.28.1

2282

2.283

Upon the successful Tenderer’s furnishing of the performance security pursuant to
paragraph 31, the Procuring entity will promptly notify each unsuccessful Tenderer and
will discharge its tender security, pursuant to paragraph 2.12

Signing of Contract

At the same time as the Procuring entity notifies the successful tenderer that its tender has
been accepted, the Procuring entity will simultaneously inform the other tenderers that their
tenders have not been successful.

Within fourteen (14) days of receipt of the Contract Form, the successful tenderer shall
signand date the contractand return it to the Procuring entity.

The parties to the contract shall have it signed within 30 days from the date of notification of
contract award unless there is an administrative review request.

Performance Security

Within thirty (30) days of the receipt of notification of award from the Procuring entity, the
successful tenderer shall furnish the performance security in accordance with the Conditions
of Contract, in the Performance Security Form provided in the tender documents, or in
another form acceptable to the Procuring entity.

Failure of the successful tenderer to comply with the requirement of paragraph 2.29 or paragraph
2.30.1 shall constitute sufficient grounds for the annulment of the award and forfeiture of the
tender security, in which event the Procuring entity may make the award to the next lowest
evaluated or call for new tenders.

Corrupt or Fraudulent Practices

The Procuring entity requires that tenderers observe the highest standard of ethics
during the procurement process and execution of contracts. A tenderer shall sign a
declaration that he has not and will not be involved in corrupt or fraudulent practices.

The procuring entity will reject a proposal for award if it determines that the tenderer
recommended for award has engaged in corrupt or fraudulent practices in
competing for the contract in question;

Further, a tenderer who is found to have indulged in corrupt or fraudulent practices risks being
debarred from participating in public procurementin Kenya.
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APPENDIX TO INSTRUCTIONS TO THE TENDERERS

Appendix on the instructions to Tenderers

The following information regarding the particulars of the tender shall complement supplement oramend
the provisions of theinstructions to tenderers. Wherever thereisa conflict between the provision ofthe
instructionstotenderersandthe provisions oftheappendix, the provisions of the appendix herein shall
prevail over those of the instructions to tenderers

INSTRUCTIONS | PARTICULARS OF APPENDIX TO INSTRUCTIONS TO TENDERS

TO TENDERERS

REFERENCE

2.1 Bidders with relevant Manufacturer Authorization certificates for the
solutions quoted for.

2.10 Prices shall be quoted in Kenya Shillings

2.12 The tender security shall be Kshs. 150,000.00 (Kshs. One Hundred andfity Thousand only) in
the form of a bank guarantee from a reputable bank or a Financial Institution approved by
PPRA

2.18 The closing date for the tender shall ke Tuesday, January 05, 2021at1000hours

222 EVALUATION CRITERIA

MANDATORY REQUIREMENTS

I. Form of Tender duly filled, signed and Stamped. (The TOTAL bid price MUST,]
be indicated on this form)

Il. Copies of Statutory documents from the issuing body.

-Valid Tax Compliance Certificate (TCC).
-Registration certificate/ Certificate of incorporation
-Valid trade license.

[ll. Confidential Business questionnaire duly filled and signed.

IV. Audited financial accounts for the past three years.
V. Bidder MUST provide proof of the Manufacturer Authorization. (This shall be
confirmed during the mandatory evaluation stage from the Issuing Manufacturer)
V1. Minimum ICTA 3 certificate in Information Security

VII. Document MUST be sequentially serialized (paginated) on every page
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VIIl. Bid bond of Kshs. 150,000.00 from a reputable bank or PPRA authorized
insurance company located in Kenya, valid for at least 120 days from the date off
tender opening.

IX. Duly filled, signed and stamped Anti-Corruption affidavit form

X. Power of Attorney

Bidders MUST comply with all mandatory requirements listed above to be
considered for the next evaluation stage (Technical evaluation).

TECHNICAL EVALUATION CRITERIA

The technical requirements detailed below are MINIMUM requirements and successful
bidders MUST provide response for ALL specified requirements. Bidders MUST
respond to ALL the requirements on a clause-by-clause basis stating clearly how they
meet the requirements. Responses to compliance to technical specifications in any other
way other than clause by clause will be treated as NON-RESPONSIVE. Responses such
as “complied”, “possible to do”, “meets”. “Can”, “yes”, “yes we can”, WILL
be considered as NON-RESPONSIVE and will not be awarded any scores. Bidder
shall provide documentation to back up their compliance to technical specifications
claims. Reference to these documents should be direct and specific.

Bidders MUST comply with all mandatory requirements to be considered
for the next evaluation stage (Technical evaluation).

Bidders Must meet all requirements on Compliance to Mandatory Technical

specification to proceed to the Next stage Vendor Evaluation.

Sf: | GENERAL REQUIREMENTS Score Bidders
No Response
SPECIFIC TCEHNICAL
REQUIREMENTS
Req Description Vendor Vendor
ID Response | Comments
| Platform/Target System Support/OS
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Ll The solution must have the ability to manage
’ privileged accounts in:
1.2 Windows Mandatory
1.3 Unix Mandatory
|.4 Oracle Mandatory
1.5 M5 SQL Server Mandatory
16 (l;let.work Devices (please specify relevant Mandatory
evices)
|7 App!lcaFlons (please  specify  relevant Mandatory
applications)
- i torf
|8 SaaS/ websites/ web interfaces Mandatory
19 iSeries (AS/400) Mandator
110 zSeries (OS/390) Mandator
L1 Should support hypervisors Mandator
12 Support any SSH device Mandatory
113 Support any ODBC device Mandatory
| 14 The product must support local administrator Mandatory
accounts on client PCs as well as servers
The solution must be able to manage limitless
[.15 - . Mandatory
amount of privileged credentials
The solution must give an administrator
2 the ability to manually define target
accounts
The solution must have "out of box" support
2.1 for variety of devices. Please specify current list | Mandatory
for "out of box" device support
The solution must be able to support additional
22 devices that is not included "out of box" Mandatory
The solution should provide the ability to
23 organize target accounts by both policies and | Mandatory
containers
The solution must have the ability to
24 automatically detect new Windows Desktops Mandatory
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& Laptops devices, Windows services,
scheduled tasks, IIS service accounts etc.,
provision them to the product and
automatically enforce the right password policy
on these new managed devices

The solution must have the ability to
automatically detect new hypervisors, guest
machines in a dynamic virtualized environment,

25 provision them to the product and Mandatory
automatically enforce the right password policy
on these new managed devices

3 Application Administration

The solution should support central
3.1 administration within unified suite (single user | Mandatory
interface, central repository)

The administrator interface should be
3.2 browser-based. (Please specify desktop OSs | Mandatory
and browsers supported.)

In a case where the solution used back-end
database, the back-end database must be fully
self-managed, not requiring a database
administrator ~ (DBA)  for  production
deployment, backup/recovery or database
hardening

3.3 Mandatory

The product should provide the ability to
restrict the solution's administrators from
3.4 . - Mandatory

accessing or viewing passwords or approve

password requests

The solution should have the ability to
provision users via AD or LDAP
4 Directory including ongoing, transparent
and automatic provisioning of accounts
to reflect changes in the directory

The product should support transparent
group/role management using AD Groups or

41 via LDAP Directory for role-based access Mandatory
control

42 The solution should support bulk operations Mandatory
on accounts
The solution should support central

4.3 management while serving users in different
time zones

45 System Architecture Mandatory
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The product must support Appliance based
4.6 configurations  and/or  Software  based | Mandatory
configurations

The solution should be able to be installed on

4.7 . Mandatory
virtual servers
The solution should provide scalability through

4.8 a modular design for capacity planning and | Mandatory
scalability metrics
High Availability/Redundancy

The solution must be highly available
(24x7x365) and redundant from a
5 hardware failure, application failure,
data failure, and / or catastrophic failure?
Please explain how your solution
achieves this.

Disaster Recovery

The solution must have mechanism to handle
5.1 loss of connectivity to the centralized | Mandatory
password management system. Explain

The solution must support multiple mirrored
52 systems at offsite Disaster Recovery Facilities | Mandatory
across different geographic locations

Network architecture support

53 Mandatory
The solution must support distributed network
architecture where different segments need to | Mandatory
be supported from a central location
The solution must have the ability to manage
target systems across WAN networks and

5.4 get sy Mandatory

slow DSL or VPN Links. List the protocols
used

Please provide a technical architecture diagram
including network communications and rules
on how this system manages remote target | Mandatory
systems through a firewall (e.g. servers in a
DMZ, remote locations etc.).

Please provide a list of all ports and protocols
55 used by this system indicating the usage of | Mandatory
each.

Application Security

5.6 Mandatory

The solution should be able to integrate with
external enterprise authentication mechanisms
such as LDAP, Windows SSO, PKI, RADIUS
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and a built-in authentication mechanism

5.70

If external identity stores are used, the solution
should perform reconciliation to ensure
synchronization E.g. when a user is
added/removed from the directory, it is
automatically provisioned/de-provisioned in
the system

Mandatory

The product must have built-in FIPS 140-
2 validated cryptography for all data
encryption

6.1

The solution must ensure that all
communication between system components,
including components residing on the same
server, is encrypted

Mandatory

6.2

The solution should provide fully encrypted
backups. Explain how backup keys are
managed.

Mandatory

6.3

Segregation of Duties - Administrators should
be blocked from seeing data (passwords) that
are controlled by other departments (UNIX,
Oracle etc.)

Mandatory

6.4

Secured platform - The main password storage
repository must be highly secured (firewall,
hardened machine, limited and controlled
remote access etc.)

Mandatory

6.5

The solution must include secure and tamper-
proof storage for audit records, policies,
entitlements, privileged credentials, recordings
etc.

Mandatory

The product's hard coded credentials
must be secured/managed within it

The solution should be able to integrate with a
HSM device

Mandatory

Enterprise Integration

Mandatory

Ticketing System integration

mandatory

8.1

The solution should have the ability to
integrate with ticketing systems (please specify
the supported workflows)

Mandatory

8.2

The solution must have the ability to verify if a
valid ticket exists and has the right status to
retrieve a privileged password

Mandatory
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8.3

The solution should have the ability to
automatically create a new trouble-ticket when
retrieving a privileged password

Mandatory

The solution should have the ability to enforce
ticketing integration as well as approval
workflow for specific ticket types (e.g
change/incident ticket)

Mandatory

9.1

SIEM Integration

Mandatory

9.2

The solution should be able to integrate with
SIEM systems

Mandatory

9.3

Identity Management/User
Integration

Provisioning

Mandatory

9.4

The solution should be able to integrate with
Identity Management systems

Mandatory

9.5

The solution should manage and automatically
modify users and groups within the solution
and/or integrate with external Identity
Management Systems

Mandatory

10

LDAPIAD Integration

10.1

The solution must integrate with LDAP/AD
Directories (please specify the relevant ones in
your organization)

Mandatory

10.2

The solution must support querying and
controlling access to passwords for nested
global groups, including multiple forests,
geographical locations, sophisticated LDAP
searches and high-performance queries

Mandatory

10.3

Vulnerability Management Integration

Mandatory

10.4

The solution should integrate with vulnerability
management solutions for deep, authenticated
scans (please specify)

10.5

Reporting/Audit/Assessment

Mandatory

10.6

The solution should have the ability to map
privileged and personal accounts in the
organization with a standalone tool

Mandatory

10.7

The solution should have the ability to easily
discover and flag accounts that do not adhere
to the corporate password policy without
having to implement a privileged account
management system

Mandatory
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10.8

The solution should list accounts used to login
to workstations/servers in the last X days (last
quarter for example) without having to
implement a privileged account management
system

Mandatory

10.9

The solution should have the ability to quickly
identify all non-built-in local administrator
accounts in your environment (flag possible
'backdoor' accounts) without having to
implement a privileged account management
system

Mandatory

10.10

The product should have the ability to show a
quick view of account activity including
password releases and session activity

Mandatory

10.11

The system should be able to run all reports by
frequency, on-demand and also schedule them

Mandatory

10.12

The product should provide detailed and
scheduled reporting with the following basic
reports:

. Entitlements

. Users'

. Privileged Accounts
. Applications

* Compliance Report

Reports
activities
inventory
inventory

Mandatory

The system should support the following
report outputs:

- Universal including:
- CSV, -Pdf

formats

mandatory

The system should have the ability to report on
all system administrative changes

Mandatory

1.2

The system must have the ability to report on
System Access

Mandatory

1.3

The system must have the ability to report
password checkouts on systems and users
requesting passwords

Mandatory

1.4

The system must have the ability to report
password lockouts (failure logon attempts)

Mandatory

1.5

The system should have the ability to report on
verification of password value

Mandatory

1.6

The system should have the ability to report on
password change following verification process

Mandatory

12

The system have the ability to report on
reconciliations on single & multiple
systems. Reconciliation is the automatic

Mandatory

recovery by the system when a password
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has been (mistakenly) changed on the
target device but not synchronized with
the solution.

12.1

The system must have the ability to report on
passwords that mismatch their policy

Mandatory

12.2

The system must have the ability to report by
system id or device type within a policy

Mandatory

12.3

The system must have the ability to report on
password status

Mandatory

12.4

The solution reports must be customizable or
"canned" only

Mandatory

Inline SSH Proxy and SSH session recording

13.1

The solution should provide Unix/Linux
administrators with a CLI interface to initiate
recorded privileged sessions

Mandatory

13.2

The solution should provide full keystroke
recordings of all privileged sessions

Mandatory

13.3

The solution should allow Unix/Linux
administrators to initiate session from SSH
Clients (i.e. PuTTY)

Mandatory

13.4

The solution should allow for automatic
provisioning of Active Directory accounts on
Unix systems

Mandatory

Proactive Threat Analytics

14.1

The solution must provide intelligence-based
analytics for detecting suspicious activity of
privileged accounts

Mandatory

14.2

The solution must be able to report abnormal
privileged account behavior - based on adaptive
and behavioral algorithms - to SIEM solutions

Mandatory

14.3

The solution should be able to generate
notifications for excessive and off-hour
Privileged Account usage

Mandatory

14.4

The solution should be able to detect if a
Privileged Account is used on a target machine
without a prior request for access

Mandatory

Support & Professional Services

5.1

One Year Partner and Manufacturer support
24*7 onsite and Offsite support.

Mandatory

15.6

The solution should be able to generate
notifications for excessive and off-hour

Mandatory
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Privileged Account usage

Vendor Evaluation

The maximum score under Vendor evaluation is 100 Marks. Bidders must score at least
90 marks under Vendor evaluation to proceed to the next stage, Financial evaluation.
The Agency will carry out due diligence to confirm the authenticity of the information
given by the bidder in this section. The Agency may also get in touch with the contact

persons indicated for each site or pay a physical visit to confirm the same.

Evaluated
Score

Max.

Technical Evaluation
Score

Proof of implementation of an enterprise level
Reference | PAM solution in at LEAST 2 sites in the last 3
Sites and | years for a government / Corporate institution
Due in Kenya. (MUST Attach Completion
diligence | certificate, Reachable Current Contacts of
Reference Persons (Official E-mail address and
Telephone) and Value of Project)

e 2 Sites or more completed ----10 Marks
(5 marks for each site)
e | Sites Completed--------- 5 Marks (2.5

marks for each site)

e Proof of Existence of Site and Successful
completion of Works. Authenticity of
Site (20 Marks (10 For Each site)

e No site Authentic Site  ---------
Disqualified 30

Technical | Skills, Experience and certification for proposed

Compete | solution: The Bidder Must have Competent

nce  for | experienced Engineers certified to high level of

the security certifications for the proposed
Assignme | solutions.
nt e At least 3 CV’s of Implementation Team

with Project Manager having bachelor’s

degree level or Above Education (6

Marks - 2 Marks each)

- low than bachelor’s degree (0 marks)
e At least 2 Expert/Architect level highly

certified Enﬁineers -Vendor SBeciﬁc 40
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Certification for the Solution proposed —
5 Marks Each (10 Marks)

e At least 2 Microsoft and Linux OS
certification (6 Marks -3 marks each)

o Atleast 2 CCNA/CCNP or Equivalent (4
Marks — 2 Marks each)

e CEH/OSCP/ and CISM/CISSP
certification (at least 2 —(5 marks each —
Total 10 marks)

Project Given the critical nature of KenTrade IT

Manageme [ production environment, the partner should

nt and IT [ have a project resource who is trained and

Service certified in
Manageme * Project Management Skills -Project
nt management certification for the project

manager (Prince2 or PMP) /master’s in
project management— 5 marks

Prepare Project Plan with Clear Tasks and
Activities, Project Implementation Team
Organogram, defined with Timelines and
Milestone and a Gannt chart (25 marks) 30
TOTAL 100

2.243 Award Criteria
i) Financial Evaluation
The bidder with the lowest financial quote shall be recommended for award of this
tender provided they have met all Mandatory requirements, met all Requirements
under Compliance to Mandatory Technical Specifications and attained a
minimum score of 90 Marks in Vendor Evaluation.

24.1 KenTrade will respond in writing to any request for clarification of the tender documents, which

it receives no later than three (3) days prior to the deadline for the submission of tenders.
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3.1

3.2

3.3

3.3.1

3.5

3.6

SECTION 11l GENERAL CONDITIONS OF CONTRACT
Definitions
In this contract the following terms shall be interpreted as indicated:

a) “The contract” means the agreement entered into between the Procuring entity and the
tenderer as recorded in the Contract Form signed by the parties, including all attachments
and appendices thereto and all documents incorporated by reference therein.

b) “The Contract Price” means the price payable to the tenderer under the Contract
for the full and proper performance of its contractual obligations.

C) “The services” means services to be provided by the contractor including materials and
incidentals which the tenderer is required to provide to the Procuring entity under the
Contract.

d) “The Procuring entity” means the organization sourcing for the services under this
Contract.

e) “The contractor means the individual or firm providing the services under this
Contract.

f) “GCC” means general conditions of contract contained in this section
g) “SCC” means the special conditions of contract

h) “Day” means calendar day

Application
These General Conditions shall apply to the extent that they are not superceded by
provisions of other partof contract.

Standards

The services provided under this Contract shall conform to the 7 standards mentioned in the
Schedule of requirements

Patent Right’s

Thetenderer shallindemnify the Procuring entity againstall third-party claims of infringement of
patent, trademark, or industrial design tights arising from use of the services under the contract
or any part thereof.

Performance Security
Within thirty (30) days of receipt of the notification of Contract award, the successful
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tenderer shall furnish to the Procuring entity the performance security where applicable in the
amount specified in Special Conditions of Contract.

3.6.2 Theproceeds ofthe performance security shall be payable to the Procuring entity as
compensationforanylossresultingfromthe Tenderer’sfailuretocompleteits
obligations under the Contract.

3.6.3  The performance security shall be denominated in the currency of the Contract, orina freely
convertiblecurrencyacceptabletotheProcuringentityandshallbeintheformof:

a) Cash.
b) A bank guarantee.
€) Such insurance guarantee approved by the Authority.

d) Letter of credit.

3.6.4 The performance security will be discharged by the procuring entity and returned to the candidate
not later than thirty (30) days following the date of completion of the tenderer’s performance of
obligations under the contract, including any warranty obligations under the contract.

3.7 Inspections and Tests

3.7.1 The Procuring entity or its representative shall have the right to inspect and/or to test the
services to confirm their conformity to the Contract specifications. The Procuring entity shall
notify the tenderer in writing, in a timely manner, of the identity of any representatives
retained for thesepurposes.

3.7.2 The inspections and tests may be conducted on the premises of the tenderer or its
subcontractor(s). If conducted on the premises of the tenderer or its subcontractor(s), all
reasonable facilities and assistance, including access to drawings and production data, shall be
furnished to the inspectors at no charge to the Procuring entity.

3.7.3  Should any inspected or tested services fail to conform to the Specifications, the Procuring entity may
reject the services, and the tenderer shall either replace the rejected services or make alterations
necessary to meet specification requirements free of cost to the Procuring entity.

3.7.4 Nothing in paragraph 3.7 shall in any way release the tenderer from any warranty or other
obligations under this Contract.
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3.8

3.8.1

Payment

The method and conditions of payment to be made to the tenderer under this Contract shall be

specified in SCC

3.9

3.10

3.10

3.12

Prices

Prices charged by the contractor for services performed under the Contract shall not, with the
exception of any Price adjustments authorized in SCC, vary from the prices by thetendererinits
tender or in the procuring entity’s request for tender validity extension as the case may be. No
variation in or modification to the terms of the contract shall be made except by written
amendment signed by the parties.

Assignment

The tenderer shall not assign, in whole or in part, its obligations to perform under this
contract, except with the procuring entity’s prior written consent.

Termination for Default

The Procuring entity may, without prejudice to any other remedy for breach of Contract, by
written notice of default sent to the tenderer, terminate this Contractin whole orin part:

a) ifthetenderer fails to provide any orall of the services within the period(s) specified in the
Contract, or withinany
extension thereof granted by the Procuring entity.

b) if the tenderer fails to perform any other obligation(s) under the Contract.

) ifthetenderer,inthejudgment ofthe Procuringentity has engagedin corruptor
fraudulent practices in competing for
or in executing the Contract.

In the event the Procuring entity terminates the Contract in whole or in part, itmay procure,
uponsuchtermsandinsuchmannerasitdeemsappropriate, servicessimilarto those undelivered,
and the tenderer shall be liable to the Procuring entity for any excess costs for such similar
services.

Termination of insolvency

The procuring entity may at the any time terminate the contract by giving written notice to the
contractor if the contractor becomes bankrupt or otherwise insolvent. In this event,
termination will be without compensation to the contractor, provided that such
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3.13

3.13.1

3.13.2

3.14

3.15

3.16

3.17

3.18

termination will not produce or affect any right of action or remedy, which has accrued or will
accrue thereafter to the procuring entity.

Termination for convenience

The procuring entity by written notice sent to the contractor may terminate the contract inwhole
or in part, at any time for its convenience. The notice of termination shall specify that the
termination is for the procuring entity convenience, the extent to which performance ofthe
contractor of the contract is terminated and the date on which such termination becomes
effective.

Fortheremaining partofthe contractafterterminationtheprocuring entity may electto cancel the
services and pay to the contractor onagreed amount for partially completed services.

Resolution of disputes

The procuring entity’s and the contractor shall make every effort to resolve amicably by direct
informal negotiations any disagreement or dispute arising between them under or in connection
with thecontract.

If after thirty (30) days from the commencement of such informal negotiations both parties
havebeenunabletoresolveamicablyacontractdispute either party may require thatthedisputebe
referredforresolutiontotheformalmechanismsspecifiedinthe SCC.

Governing Language

The contractshallbe written in the English language. All correspondence and other documents
pertaining to the contract, which are exchanged by the parties, shall be written in the same language.

Force Majeure

The contractor shall not be liable for forfeiture of its performance security, or termination for default
ifand to the extent that its delay in performance or other failure to perform its obligations under
the Contractis the result of an event of Force Majeure.

Applicable Law.

The contractshall be interpreted inaccordance with the laws of Kenya unless otherwise specified
in the SCC

Notices

Any notices given by one party to the other pursuant to this contract shall be sent to the other
party by post or by fax or E-mail and confirmed in writing to the other party’s address specified
inthe SCC.A notice shall be effective when delivered or on the notices effective date, whichever
islater.
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SECTION 1V SPECIAL CONDITIONS OF CONTRACT

4.1 Special conditions of contract shall supplement the general conditions of contract, wherever
there is a conflict between the GCC and the SCC, the provisions of the SCC herein shall
prevail over those in the GCC.

4.2 Special conditions of contract with reference to the general conditions of contract.

General conditions of contract Special conditions of contract

reference

3.9 Pricesshallbefixedforthefirstyear of

contract implementation

3.14 Disputes shallberesolved between the two
parties through mechanisms provided

under the Kenyan Law

3.17 Kenyan Law

3.18 Kenya Trade Network Agency,

ISt

Embankment Plaza, |* Floor,

P.O Box 36943-00200,
NAIROBI.

Email: procurement@kentrade.go.ke
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SECTION V - SCHEDULE OF REQUIREMENTS

This part will include any deliverables under the service contract

Number Description Quantity Delivery Time
Start
End
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SECTION VI - DESCRIPTION OF SERVICES

6.0 INTRODUCTION

With the complexity and growth of KenTrade’s enterprise Infrastructure, Applications, VM’s,

Cloud and Endpoints, the Agency requires Privileged access Management (PAM) Solution

supplied, installed and commissioned at its offices in Upper Hill -Embankment Plaza, Nairobi. This

will go a long way in enhancing the Agency’s cyber security posture by taking into consideration

risks posed by privileged Insider Threats.

KenTrade therefore needs to procure a PAM solution to facilitate the following: -

l.

1.
M.
V.
V.
VL.
VII.
VIII.

Password vaulting

Password management: auto-generation, rotation, and workflow approval
Multi-factor authentication support

Access for remote employees and third parties

Mobile access points

Session Management

Real-time visibility and alerting

Disaster recovery

Emergency access

Auditing and reporting

6.1 EVALUATION CRITERIA

The evaluation criteria shall be carried out as follows:

A. Preliminary Evaluation /Mandatory Requirements

B. Technical Evaluation

i.  Compliance to Technical Specifications

ii.  Vendor Evaluation

C. Financial Evaluation
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A. MANDATORY REQUIREMENTS

i.  Form of Tender duly filled, signed and Stamped. (The TOTAL bid price MUST
be indicated on this form)

ii.  Copies of Statutory documents from the issuing body.
- Valid Tax Compliance Certificate (TCC).
- Registration certificate/ Certificate of incorporation
- Valid trade license.

iii.  Confidential Business questionnaire duly filled and signed.

iv.  Audited financial accounts for the past three years.

V. Bidder MUST provide proof of the Manufacturer Authorization. (This shall be
confirmed during the mandatory evaluation stage from the Issuing Manufacturer)

vi. Minimum ICTA 3 certificate in Information Security

vii. Document MUST be sequentially serialized (paginated) on every page

vii. Bid bond of Kshs. 150,000.00 from a reputable bank or PPRA authorized
insurance company located in Kenya, valid for at least 120 days from the date of
tender opening.

ix.  Duly filled, signed and stamped Anti-Corruption affidavit form.

x.  Power of Attorney

Bidders MUST comply with all mandatory requirements listed above to be considered for the
next evaluation stage (Technical evaluation).

B. TECHNICAL EVALUATION CRITERIA

The technical requirements detailed below are MINIMUM requirements and successful bidders
MUST provide response for ALL specified requirements. Bidders MUST respond to ALL the
requirements on a clause-by-clause basis stating clearly how they meet the requirements.
Responses to compliance to technical specifications in any other way other than clause by clause
will be treated as NON-RESPONSIVE. Responses such as ‘“complied”, “possible to do”,
“meets”. “Can”, “yes”, ‘“‘yes we can’’, WILL be considered as NON-RESPONSIVE and
will not be awarded any scores. Bidder shall arovide documentation to back up their comEIiance
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to technical specifications claims. Reference to these documents should be direct and specific.

Bidders MUST comply with all mandatory requirements to be considered for the
next evaluation stage (Technical evaluation).

Bidders

Must

meet all requirements

specification to proceed to the Next stage Vendor Evaluation.

on Compliance to Mandatory Technical

Sr.No | GENERAL REQUIREMENTS Score Bidders
Response
SPECIFIC TCEHNICAL
REQUIREMENTS
- Vendor Vendor
Req ID Description Response Comments
I Platform/Target System Support/OS
Ll The solution must have the ability to manage
: privileged accounts in:
1.2 Windows Mandatory
1.3 Unix Mandatory
|.4 Oracle Mandatory
5 MS SQL Server Mandatory
L6 Ig]et_work Devices (please specify relevant Mandatory
evices)
|.7 Applications  (please ~ specify relevant [\
applications)
18 SaaS/ websites/ web interfaces Mandatory
19 iSeries (AS/400) Mandator
110 zSeries (OS/390) Mandator
LI Should support hypervisors Mandator
|12 Support any SSH device Mandatory
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[.13

Support any ODBC device

Mandatory

l.14

The product must support local administrator
accounts on client PCs as well as servers

Mandatory

[.15

The solution must be able to manage limitless
amount of privileged credentials

Mandatory

The solution must give an administrator
the ability to manually define target
accounts

2.1

The solution must have "out of box" support
for variety of devices. Please specify current list
for "out of box" device support

Mandatory

22

The solution must be able to support
additional devices that is not included "out of
box"

Mandatory

23

The solution should provide the ability to
organize target accounts by both policies and
containers

Mandatory

24

The solution must have the ability to
automatically detect new Windows Desktops
& Laptops devices, W.indows services,
scheduled tasks, IS service accounts etc,
provision them to the product and
automatically enforce the right password
policy on these new managed devices

Mandatory

2.5

The solution must have the ability to
automatically detect new hypervisors, guest
machines in a dynamic virtualized environment,
provision them to the product and
automatically enforce the right password
policy on these new managed devices

Mandatory

Application Administration

3.1

The solution should support central
administration within unified suite (single user
interface, central repository)

Mandatory

3.2

The administrator interface should be
browser-based. (Please specify desktop OSs
and browsers supported.)

Mandatory

3.3

In a case where the solution used back-end
database, the back-end database must be fully
self-managed, not requiring a database
administrator ~ (DBA)  for  production
deployment, backup/recovery or database
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3.4

The product should provide the ability to
restrict the solution's administrators from
accessing or viewing passwords or approve
password requests

Mandatory

The solution should have the ability to
provision users via AD or LDAP
Directory including ongoing,
transparent and automatic provisioning
of accounts to reflect changes in the
directory

4.1

The product should support transparent
group/role management using AD Groups or
via LDAP Directory for role-based access
control

Mandatory

4.2

The solution should support bulk operations
on accounts

Mandatory

4.3

The solution should support central
management while serving users in different
time zones

4.5

System Architecture

Mandatory

4.6

The product must support Appliance based
configurations  and/or  Software  based
configurations

Mandatory

4.7

The solution should be able to be installed on
virtual servers

Mandatory

4.8

The solution should provide scalability through
a modular design for capacity planning and
scalability metrics

Mandatory

High Availability/Redundancy
The solution must be highly available
(24x7x365) and redundant from a
hardware failure, application failure,
data failure, and / or catastrophic failure?
Please explain how your solution
achieves this.

Disaster Recovery

5.1

The solution must have mechanism to handle
loss of connectivity to the centralized
password management system. Explain

Mandatory

52

The solution must support multiple mirrored
systems at offsite Disaster Recovery Facilities
across different geographic locations

Mandatory
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Network architecture support

5.3 Mandatory

The solution must support distributed
network architecture  where different
segments need to be supported from a central
location

The solution must have the ability to manage
target systems across WAN networks and
slow DSL or VPN Links. List the protocols
used

Please provide a technical architecture diagram
including network communications and rules
on how this system manages remote target | Mandatory
systems through a firewall (e.g. servers in a
DMZ, remote locations etc.).

Please provide a list of all ports and protocols
55 used by this system indicating the usage of | Mandatory
each.

Application Security

Mandatory

54 Mandatory

5.6 Mandatory

The solution should be able to integrate with
external enterprise authentication mechanisms
such as LDAP, Windows SSO, PKI, RADIUS
and a built-in authentication mechanism

If external identity stores are used, the
solution should perform reconciliation to
ensure synchronization E.g. when a user is
added/removed from the directory, it is
automatically provisioned/de-provisioned in
the system

The product must have built-in FIPS
6 140-2 validated cryptography for all data
encryption

The solution must ensure that all
communication between system components,
including components residing on the same
server, is encrypted

The solution should provide fully encrypted
6.2 backups. Explain how backup keys are | Mandatory
managed.

Segregation of Duties - Administrators should
be blocked from seeing data (passwords) that
are controlled by other departments (UNIX,
Oracle etc.)

5.70 Mandatory

6.1 Mandatory

6.3 Mandatory
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6.4

Secured platform - The main password storage
repository must be highly secured (firewall,
hardened machine, limited and controlled
remote access etc.)

Mandatory

6.5

The solution must include secure and tamper-
proof storage for audit records, policies,
entitlements, privileged credentials, recordings
etc.

Mandatory

The product's hard coded credentials
must be secured/managed within it

The solution should be able to integrate with a
HSM device

Mandatory

Enterprise Integration

Mandatory

Ticketing System integration

mandatory

8.1

The solution should have the ability to
integrate with ticketing systems (please specify
the supported workflows)

Mandatory

8.2

The solution must have the ability to verify if a
valid ticket exists and has the right status to
retrieve a privileged password

Mandatory

8.3

The solution should have the ability to
automatically create a new trouble-ticket when
retrieving a privileged password

Mandatory

The solution should have the ability to enforce
ticketing integration as well as approval
workflow for specific ticket types (e.g.
change/incident ticket)

Mandatory

9.1

SIEM Integration

Mandatory

9.2

The solution should be able to integrate with
SIEM systems

Mandatory

9.3

Identity Management/User Provisioning
Integration

Mandatory

94

The solution should be able to integrate with
Identity Management systems

Mandatory

9.5

The solution should manage and automatically
modify users and groups within the solution
and/or integrate with external ldentity
Management Systems

Mandatory

10

LDAPIAD Integration

KTNA/OTI11/2020-202 |- TENDER FOR PRIVILEDEGED ACCESS
MANAGEMENT SOLUTION

42



10.1

The solution must integrate with LDAP/AD
Directories (please specify the relevant ones in
your organization)

Mandatory

10.2

The solution must support querying and
controlling access to passwords for nested
global groups, including multiple forests,
geographical locations, sophisticated LDAP
searches and high-performance queries

Mandatory

10.3

Vulnerability Management Integration

Mandatory

10.4

The solution should integrate with vulnerability
management solutions for deep, authenticated
scans (please specify)

10.5

Reporting/Audit/Assessment

Mandatory

10.6

The solution should have the ability to map
privileged and personal accounts in the
organization with a standalone tool

Mandatory

10.7

The solution should have the ability to easily
discover and flag accounts that do not adhere
to the corporate password policy without
having to implement a privileged account
management system

Mandatory

10.8

The solution should list accounts used to login
to workstations/servers in the last X days (last
quarter for example) without having to
implement a privileged account management
system

Mandatory

10.9

The solution should have the ability to quickly
identify all non-built-in local administrator
accounts in your environment (flag possible
'backdoor' accounts) without having to
implement a privileged account management
system

Mandatory

10.10

The product should have the ability to show a
quick view of account activity including
password releases and session activity

Mandatory

10.11

The system should be able to run all reports
by frequency, on-demand and also schedule
them

Mandatory

10.12

The product should provide detailed and
scheduled reporting with the following basic
reports:

. Entitlements Reports
. Users' activities

Mandatory
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. Privileged Accounts inventory
. Applications inventory
* Compliance Report

The system should support the following
report outputs:
- Universal formats including:
- CSV, -Pdf

mandatory

The system should have the ability to report
on all system administrative changes

Mandatory

1.2

The system must have the ability to report on
System Access

Mandatory

1.3

The system must have the ability to report
password checkouts on systems and users
requesting passwords

Mandatory

1.4

The system must have the ability to report
password lockouts (failure logon attempts)

Mandatory

1.5

The system should have the ability to report
on verification of password value

Mandatory

1.6

The system should have the ability to report
on password change following verification
process

Mandatory

12

The system have the ability to report on
reconciliations on single & multiple
systems. Reconciliation is the automatic
recovery by the system when a password
has been (mistakenly) changed on the
target device but not synchronized with
the solution.

Mandatory

12.1

The system must have the ability to report on
passwords that mismatch their policy

Mandatory

2.2

The system must have the ability to report by
system id or device type within a policy

Mandatory

12.3

The system must have the ability to report on
password status

Mandatory

2.4

The solution reports must be customizable or
"canned" only

Mandatory

Inline SSH Proxy and SSH session recording

13.1

The solution should provide Unix/Linux
administrators with a CLI interface to initiate
recorded privileged sessions

Mandatory

13.2

The solution should provide full keystroke
recordings of all privileged sessions

Mandatory
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The solution should allow Unix/Linux

13.3 administrators to initiate session from SSH | Mandatory
Clients (i.e. PuTTY)
The solution should allow for automatic

13.4 provisioning of Active Directory accounts on | Mandatory
Unix systems

14 Proactive Threat Analytics
The solution must provide intelligence-based

14.1 analytics for detecting suspicious activity of | Mandatory
privileged accounts
The solution must be able to report abnormal
privileged account behavior - based on

4.2 adaptive and behavioral algorithms - to SIEM Mandatory
solutions
The solution should be able to generate

14.3 notifications for excessive and off-hour | Mandatory
Privileged Account usage
The solution should be able to detect if a

14.4 Privileged Account is used on a target machine | Mandatory
without a prior request for access

s Support & Professional Services
One Year Partner and Manufacturer support

5.1 24*7 onsite and Offsite support. Mandatory
The solution should be able to generate

15.6 notifications for excessive and off-hour | Mandatory
Privileged Account usage

C) Vendor Evaluation

The maximum score under Vendor evaluation is 100 Marks. Bidders must score at least 90
marks under Vendor evaluation to proceed to the next stage, Financial evaluation. The Agency
will carry out due diligence to confirm the authenticity of the information given by the bidder in

this section. The Agency may also get in touch with the contact persons indicated for each site

or pay a physical visit to confirm the same.
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Technical Evaluation

Proof of implementation of an enterprise level PAM solution

Max.
Score

Evaluated
Score

Reference in at LEAST 2 sites in the last 3 years for a government /
Sites and | Corporate institution in Kenya. (MUST Attach Completion
Due certificate, Reachable Current Contacts of Reference
diligence Persons (Official E-mail address and Telephone) and Value of
Project)
e 2 Sites or more completed ----10 Marks (5 marks for
each site)
¢ | Sites Completed--------- 5 Marks (2.5 marks for each
site)
e Proof of Existence of Site and Successful completion
of Works. Authenticity of Site (20 Marks (10 For Each
site)
e No site Authentic Site --------- Disqualified 30
Technical Skills, Experience and certification for proposed solution:
Competence | The Bidder Must have Competent experienced Engineers
for the | certified to high level of security certifications for the
Assignment | proposed solutions.
e At least 3 CV’s of Implementation Team with Project
Manager having bachelor’s degree level or Above
Education (6 Marks - 2 Marks each)
- low than bachelor’s degree (0 marks)
o At least 2 Expert/Architect level highly certified
Engineers -Vendor Specific Certification for the
Solution proposed — 5 Marks Each (10 Marks)
e At least 2 Microsoft and Linux OS certification (6
Marks -3 marks each)
o At least 2 CCNA/CCNP or Equivalent (4 Marks — 2
Marks each)
e CEH/OSCP/ and CISM/CISSP certification (at least 2
—(5 marks each — Total 10 marks) 40
Project Given the critical nature of KenTrade IT production
Management environment, the partner should have a project resource
and IT Service | who is trained and certified in
Management * Project Management Skills -Project management
certification for the project manager (Prince2 or
PMP) /master’s in project management— 5 marks
Prepare Project Plan with Clear Tasks and Activities, Project
Implementation Team Organogram, defined with Timelines
and Milestone and a Gannt chart (25 marks) 30
TOTAL 100
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D) Financial Evaluation

The bidder with the lowest financial quote shall be recommended for award of this tender
provided they have met all Mandatory requirements, met all Requirements under

Compliance to Mandatory Technical Specifications and attained a minimum score of 90

Marks in Vendor Evaluation.
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VI. FORM OF TENDER

................................

[Name and address of procuring entity]
Gentlemen and/or Ladies:

1. Having examined the tender documents including Addenda Nos..
[insert numbers,
the of which is hereby duly acknowledged, wed, the undersigned, offer to provide.
[description of services]
in conformity with the said tender documents for the sum of . [totaltender amountin words and
figures]
or such other sums as may be ascertained in accordance with the Schedule of Prices
attached herewith and made part of this Tender.

2. Weundertake, if our Tenderisaccepted, to provide the services in accordance with the services
schedule specified in the Schedule of Requirements.

3. Ifour Tenderisaccepted, we will obtain the tender guarantee inasum equivalent to
percent of the Contract Price for the due performance of the Contract, in the form
prescribed by (Procuring entity).

4. Woeagreetoabide by this Tender foraperiod of [number] days from the date fixed for tender
opening of the Instructions to tenderers, and it shall remain binding upon usand may be accepted at
any time before the expiration of that period.

5. Untilaformal Contractis prepared and executed, this Tender, together with your written
acceptance thereofand your notification of award, shall constitute a binding Contract between us.

Dated this day of 20
[signature] [In the capacity of]
Duly authorized to sign tender for and on behalf of
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VIl. PRICE SCHEDULE OFSERVICES

Name of Tenderer Tender Number . Page of
I 2 3 4 5 6 7
Item Description | Quantity | Duration | Unit Total Unit Price of
& Price | Price other
quality incidental
EXW per services
item payable
(cols. 4x5)

Signature of tenderer
Note: In case of discrepancy between unit price and total, the unit price shall prevail.
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IX. CONTRACT FORM

THIS AGREEMENT made the day of 20 between............... [name of procurement
entity] of ................... [country of Procurement entity](hereinafter called “the Procuring
entity”) of the one partand ........................ [name of tenderer] of................ [cityand country

of tenderer](hereinafter called “the tenderer”) of the other part.

WHEREAS the procuring entity invited tenders for certain materials and spares.
ViZeooeeeeneeeeneceeeene [briefdescription of materialsand spares] and hasaccepted a tender by

the tenderer for the supply of those materials and spares in the spares in the sum of
............................................. [contract price in words and

figures] NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1. In this Agreement words and expressions shall have the same meanings as are respectively assigned
to them in the Conditions of Contract referred to.

2. The following documents shall be deemed to form and be read and construed as part of this
Agreement, viz.:

(@) the Tender Form and the Price Schedule submitted by the tenderer;

(b) the Schedule of Requirements;
(c) the Technical Specifications;
(d) the General Conditions of Contract;
(e) the Special Conditions of Contract; and

(f) the Procuring entity’s Notification of Award.

3. Inconsideration of the payments to be made by the Procuring entity to the tendereras hereinafter
mentioned, the tenderer hereby covenants with the Procuring entity to provide the materials and
sparesandtoremedy defects thereinin conformityinall respects withthe provisions of the Contract

4. The Procuring entity hereby covenants to pay the tenderer in consideration of the provision of the
materialsand sparesandthe remedying of defects therein, the ContractPrice or such other sumas may
become payable under the provisions of the contract at the times and in the manner prescribed by
thecontract.

IN WITNESS whereof the parties hereto have caused this Agreement to be executed in accordance
with their respective laws the day and year first above written.

Signed, sealed, delivered by the (forthe Procuring entity)

Signed, sealed, delivered by the (for thetenderer)

in thepresence of
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X.CONFIDENTIAL BUSINESS QUESTIONNAIRE
Youarerequested to give the particulars indicated in Part | and either Part 2 (a), 2(b) or 2(c)
whichever applied to your type of business.

You are advised that it is a serious offence to give false information on this form.

Part 1 General

BUSINESS  NAME vttt
Location Of BUSINESS PIEMISES ...vvveviriveveriiriiieririisrererisnin et r bbb sebebe s sbebese s snsnesens
PLOE NOSvevve v bbb s StrEEL/R0AA 1vvevveivve e
Postaladdress .......ceevvverrveennnen. TEINO. vvvvvveciienec e, FaxEmail....oovevvveinieciiiieniicnienns
NBEUPE OF BUSINESS +.vvvvevevrsvevererissireririsssissereess s s ebesasa bbb sr bbb sa s bbb s sk eb b s bbb bes s sresebesasansesons
Registration Certificate NO. .vvevevivveveiririireeiiireeie st b e r bbb e
Maximum value of business which you can handle at any one time - Kshs............cooevevvenennen.
NAME O YU DANKETS. ..t evvevireririiteiitet et be e bbb s st ebe b ebe b ebe e ebeseabe bes
BIANCA 11ttt bbb bbb bbb bbb b
Part 2 (a) — Sole Proprietor
Your nameinfull.................l A e
Nationality...........ccooiiiiiiiiia. Country of Origin.........ooiiiiiiiiiiiiiiinn.

Citizenship details

Part 2 (b) — Partnership
Given details of partners as follows
Name Nationality Citizenship details Shares

Part 2 (c) —Registered Company
Private or Public
Statethenominalandissued capital of company
Nominal Kshs.
Issued Kshs.
Given details of all directors as follows

Name Nationality Citizenship details Shares
L
2 e
B e e
2
Date.....oviiiiiiiiiii Signature of Candidate...................ccooae
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XI.TENDER SECURITY FORM

WHEIEAS ...t sseeaene [name of the tenderer]

(hereinafter called “the tenderer”)has submitted its tender dated................... [date of
submission of tender ] for the provision of ...... ... . i

[name and/or description of the services]
(hereinafter called “the Tenderer”)..........ccooiiiiiiiiiiiiii
KNOW ALL PEOPLE by these presents that WE.............oo i,
O e ettt having registered officeat
[name of procuring entity](hereinafter called “the Bank”)are bound unto..................
[name of procuring entity](hereinafter called “the procuring entity”) in the sum of ...........

for which payment well and truly to be made to the said Procuring entity, the Bank binds itself, its
successors, and assigns by these presents. Sealed with the Common Seal of the said Bank this

day of 20
THE CONDITIONS of this obligation are:
1. Ifthetenderer withdrawsits Tender during the period of tender validity specified by the tenderer
on the Tender Form; or

2. Ifthe tenderer, having been notified of the acceptance of its Tender by the Procuring entity during the
period of tender validity:

(@) fails or refuses to execute the Contract Form, if required; or
(b) fails or refuses to furnish the performance security, in accordance with the instructions to
tenderers;

we undertake to pay to the Procuring entity up to the above amount upon receipt of its first written
demand, without the Procuring entity having to substantiate its demand, provided that in its demand the
Procuring entity will note that the arnouut claimed by itis due to it, owing to the occurrence ofoneorboth
of the two conditions, specifying the occurred condition or conditions. This guarantee will remain in force
up to and including thirty (30) days after the period of tender validity,and any demand in respect thereof
shouldreachtheBanknotlaterthantheabove date.

[signature of the bank]

(Amend accordingly if provided by Insurance Company)
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XII.PERFORMANCE SECURITY FORM

[name of the Procuring entity]

WHEREAS. .. ..o [name of tenderer]
(hereinafter ~ called “the tenderer”) has undertaken, in pursuance of Contract
No. [reference number of the contract] dated 20 to

[Description services](Hereinafter called “the contract”)

AND WHEREAS it bas been stipulated by you in the said Contract that the tenderer shall furnish you with
abank guarantee by areputable bank for the sum specified thereinas security for compliance with the
Tenderer’s performance obligations in accordance with the Contract. AND WHEREAS we have
agreed to give the tenderer a guarantee:

THEREFORE WE hereby affirm that we are Guarantors and responsible to you, on behalf of the
tenderer, Up  to a  total  Of e
[amount of the guarantee in words and figures],

and we undertake to pay you, upon your first written demand declaring the tenderer to be in default
under the Contract and without cavil or argument, any sum or sums within the limits of

[amount of guarantee] as aforesaid, without your needing to prove or to show grounds or reasons
for your demand or the sum specified therein.

This guarantee s valid until the day of 20

Signature and seal of the Guarantors

[name of bank or financial institution]

[address]

[date]

(Amend accordingly if provided by Insurance Company)
-
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XIII.BANK GUARANTEE FOR ADVANCE PAYMENT

[name of tender]........coiiiiiiiiiiii
Gentlemen and/or Ladies:

Inaccordance with the payment provision included in the special conditions of contract, which amends
the general conditions of contract to provide for advance payment,

...........................................................................

[name and address of tenderer][hereinafter called “the tenderer”] shall deposit with the Procuring

entity a bank guarantee to guarantee its proper and faithful performance under the said clause of
the contract  in an amount of

[amount of guarantee in figures and words].

MV the L e

[bank orfinancialinstitution], asinstructed by the tenderer, agree unconditionallyandirrevocably toguaranteeas
primary obligatorand notas surety merely, the paymentto the Procuring entity onits first demand without
whatsoever right of objection on our partand without its first claim to the tenderer, in the amount not
exceeding

[amount of guarantee in figures and words].

We further agree that no change or addition to or other modification of the terms of the Contract
to be performed thereunder or of any of the Contract documents which may be made between the
Procuring entity and the tenderer, shall in any way release us from any liability under this guarantee, and we

hereby waive notice of any such change, addition, or modification.

This guarantee shall remain valid and in full effect from the date of the advance payment received by
the tenderer under the Contract until [date].

Yours truly,

Signature and seal of the Guarantors

[name of bank or financial institution]

[address]
[date
|
KTNA/OT/I112020-2021- TENDER FOR PRIVILEDEGED ACCESS 54

MANAGEMENT SOLUTION



LETTER OF NOTIFICATION OF AWARD

Tradd

Your G28 trading partner
&

KENYA TRADE NETWORK AGENCY (KENTRADE)

To:

RE:TenderNo.

Tender Name

Thisis to notify that the contract/s stated below under the above mentioned tender have been awarded
to you.

1. Please acknowledge receipt of this letter of notification signifying your acceptance.
2. Thecontract/contracts shall be signed by the parties within 30 days of the date of this letter but

not earlier than 14 days from the date of the letter.

3. Youmay contact the officer(s) whose particulars appear below on the subject matter of this
letter of notification of award.

(FULL PARTICULARS)

SIGNED FOR ACCOUNTING OFFICER
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FORMRB |
REPUBLIC OF KENYA

PUBLIC PROCUREMENT ADMINISTRATIVE
REVIEW BOARD

APPLICATION NO................ OF......oooil 20.........

Request for review of the decision of the............... (Name of the Procuring Entity) of
............... dated the...day of .............20..........in the matter of Tender No...............of
.............. 20...

REQUEST FOR REVIEW
IWe.. oo ,the above named Applicant(s), of address: Physical
address................ Fax No...... Tel. No.......Email ............... , hereby request the

Public Procurement Administrative Review Board to review the whole/part of the above mentioned
decision on the following grounds , namely:-

l.

2.

etc.

By this memorandum, the Applicantrequests the Boardforan order/orders that: - |.

2.

etc
SIGNED ......cooevvirrenneee (Applicant)
Dated on................ dayof ............... /...20

FOR OFFICIAL USE ONLY
Lodged with the Secretary Public Procurement Administrative Review Board on........ccccoccveeeonecnecennece day

of cooeiiin200 il

SIGNED
Board Secretary
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Tradd
?®

Your G28 trading partner

KENYA TRADE NETWORK AGENCY (KENTRADE)

REPUBLIC OF KENYA

ANTI CORRUPTION AFFIDAVITFORM

INTHE MATTEROFOATHS AND STATUTORY DECLARATION
ACT CHAPTER I5 OF THE LAWS OF KENYA

AND

IN THE MATTER OF THE PUBLIC PROCUREMENT AND DISPOSAL
ACT, NO.33 OF 2015.

.......................................... being a resident of
........................................ In the
Republic of Kenya do hereby make oath and state as follows:-

To THAT 1am the ... sss s sasesss s sassssesas ;
(Chief  Executive/Managing  Director/Principal Officer/Director)  of

the

Business) which is a Candidate in respect of Tender Number
.................................................................. to supply goods,
render services and/ or carry out works for Kenya Trade Network Agency and duly
authorized and competent to make this Affidavit.

2. THAT the aforesaid candidate has not been requested to pay any inducement to any member
of the Board, Management, Staff and/or employees and /or agents of Kenya Trade Network Agency,
which is the procuring entity.

3. THAT the aforesaid Candidate, its servant(s) and/or agent(s) have not been offered and_will not
offer any inducement to any member of the Board, Management, Staff and/or employees and /or
agents of Kenya Trade Network Agency.

4, THAT the aforesaid Candidate, its servant(s) and agent(s) have not been debarred from any
procurement process.
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5. THAT what is deponed to hereinabove is true to the best of my knowledge, information and

belief.
SWORN QL. sssssssesssssssssssssssssssssssssssssssssans by the said}
..................................................................... }
Onthis ............ dayof .....ooiiiiiiiiinn... 20}

}

} DEPONENT
Before me }
Commissioner for Oaths }

KTNA/OTI11/2020-202 |- TENDER FOR PRIVILEDEGED ACCESS 58
MANAGEMENT SOLUTION



